1 Inhaltsverzeichnis

2 X ¢ 1 1 [ o PRSPPSO 2
T 1Y/ =1 d o To T PSR U PP U PP OTOT P RROPRRPP 3
3.1 GENEIAI i e 3
o 70 00 T o) o Y ol - F= 1YY I o g Tol V] ] 4 o o USSP 3
3.1.2  HISTOIY coiiiiiei e 3
3.1.3  Lessons learned from ENIZMA ......ccccuiieieiiiiiee it 3
3.2 ENR@NCEMENTS ... e e 4
3.2.1 Moving the Alphabet from the Algorithm to the Key.......cccccvviveeiiiiieicciiieeeee, 4
3.2.2  Skipping the “Reflektor/UmKehrwalze” ..........cccoveeireciiiieciee e 4
3.2.3 Increasing the Alphabet Length .......cccovveeeiiiiiiic e 4
3.2.4  Unlimited number 0f ROTOIS ........iiiiiiiiiiiiiieeiee e 4
3.2.5  Free definition of Rotors and Rotor POSItioNS..........ccecverieeiienieneeneceeeeeeen 4
3.2.6  Moving the Notch Position and Count to the Key .......ccceevvveeiivciieeicicieeeccee, 4
TG T AN F o 411 o o o PSSR 5
R (=Y RS 8
0 =1 1= 11 0 1=1 o} £ PP OTS PP PPTOTPPRPN 8
3.4.2  String Representation.......cccccviiiiiiii e, 9
3.4.3  Binary Representation.......cccco i iiiiiiiiceee et e e e e eeees 10
3.44  Advanced HandliNg......ooouiiiiiiiiiee ettt 11

. 2R T =1 o =4 o 1= 14
3.6 WEAK POINTS .ottt e 14
4 IMPLEMENTATION ..ottt st e e e e nraaee s 15
4.1  General Archit@CtUIe ...coocuiiiiiii e 15
4.2 Core SIMPIECrypt ClasseS ....ciuiiiiiiiiiiiee ettt esire e s e et e e e e sare e e e e sbaee e s earees 15
B2, 0 et h ettt be e s he e e bt e e h et be e eat e e beeeat e e be e eateebeeeneeeneas 16
A O Y/ o o ] 16
4.2.3  ROTOF ittt 17
S N 1] o -1 o 1= S UPPRR 18
4.2.5  LetterPair..cc i 19
B.2.6  NOECRES. ..ottt s 19
e B = Vot {0 =3P P TP PPPPRPP 19
00 00 N\ 1] o =1 o 1< 2= Yot o] Y U U UPPRRRR 20
4.3.2  ROTOMFACEOIY ettt essasbsassesssesesesnnesnnnnes 20
TS 9. T O Vi (o 1 o= Toi o ] oV 2O OO PP P PPTPTPTRTR N 20



I R (1Y = [ol o ] o VPPN 20

4.4 DOCUMENTS....uiiiiiiiiiiii e 22
ot R S U1 o Yo 1Y T OO PO POPPTPTPPRT N 22
4.4.2  Abstract Classes / Structure CryptDoc, CryptImage......cccceeeeeveeeeeecveeeeeeiveeeeenns 23
4.4.3  Final Types (BMP, PNG, TXT) ...eeoiieiierieiieenie ettt ettt st sbe e s 23

5 PEITOMMANCE .. 23

o0t Y- 1 (U o U 23

5.2 RESUIES ettt et e et e e e b e s ne e s ne e sanee s 24
5.2.1  RAW PerfOormancCe.....c.cooiiiiiiiiiiiiccieeeeeee et 24
5.2.2  Encryption Stengh (KEY ROOM)..cciiiiiiiiiiiiieeeiie et 24
5.2.3  Relative Performance to SECUNItY.....ccccceiriiiiiiiiiiee e 25

2 Abstract

This Document describes the Simplecrypt Encryption Method and Implementation.
Simplecrypt implements a Rotor Based Encryption Method. This Method is primarily famous
through the Enigma Machine.

At its time it was a modern Method that got possible by the use of Machine based
Encryption instead of the manual Methods before.

Due to this Fact the Germans thought that it was un-crack able, what would probably been
right for manual decryption. But while the Allies also used Machines for decryption, they
were finally able to decrypt Enigma Messages.

With the invention of the Microcomputer the rotor based encryption got out of the focus,
while the rotor based principle was invented to be implemented by mechanical machines,
not digital ones.

Also after it is famous, that Enigma as the most famous rotor based encryption machine, it
does not seem to make sense to use this principle. But if we take a look at the lessions
learned from the Mistakes that had been made with the Enigma, it gets obvious, that it was
only possible to Hack the Enigma, because a couple of major mistakes had been made. Any
of these mistakes could easily be avoided when this mechanical principle is moved to the
digital computer.

In this case a very high level of encryption security can easily be achieved.

All the public known Methods of Cryptanalysis do fail on this Method. It is also presumable,
that nonpublic methods of cryptanalysis, that might have been developed by government
organizations do not focus on the rotor based method, because this was seen as old
fashioned for the last 30 Years.

From this point of view a rotor based encryption could deliver a very good level of privacy, if
the mistakes of the past are avoided.

One of the main weak points from the point of view of modern cryptanalysis is, that the
Enigma did not align with “Kerkhoffs Prinzip” after which the secret of the key must
guarantee the systems’ securety not the algorhthems’ secret. Furthermore the common



believe is that the system is even stronger when the algorhythem is published, because only
in this way many experts can challenge the system and find possible weak points. For this
reason simplecrypt shall be published here.

3 Method

3.1 General

3.1.1 Rotor Based Encryption

Rotor Based Encryption works on the principle of rotating alphabets. That means that the
first character of a Message is encrypted with different alphabet than the second one and so
on. To achieve this Rotor is shifting its alphabet for any character.

For Encryption one or multiple Rotors can be used. If more than one Rotor is used the
encryption process is done by reading from “left to right”. For decryption it must be read
from right to left.

Refer Chapter Algorithm for further Details

3.1.2 History

In the middle age and before a crypto system had to be easy enough, that a man is able to
run the encryption and decryption algorithm.

The most famous method was the Cesar Code. In this Method the natural alphabet was
shifted like A to B, Bto C, C to D etc.

This is pretty simple and so it is pretty easy to decrypt a text. The number of possible Keys in
a 26 Character Alphabet was 25. So it was relatively easy to tray any 25 possibilities.

In the middle age there were some enhancements of this like an additional transposition.
In the beginning of the 20" Century machine based encryption got possible. This allowed
more complex algorithms. At this time the rotor based encryption was invented. It was
based on simple typewriter similar machines that used rotors, to shift electrical contacts.
The German Enigma is possibly the most famous machine out of this family.

3.1.3 Lessons learned from Enigma

The Germans thought, that Enigma is un-crack-able. This error was mainly caused by the fact
that they did not took in mind, that the code breaking work could also be done machine
based.

The encryption strength of the enigma was also based strongly on the secret of the
algorithm. The Key strength was comparably low.

Additionally some construction Failures had been done, what was probably a result of the
prior described wrong thoughts.

This was especially the Reflector. The reflector mapped the electrical power on the right end
of the rotors and mapped it back on another character to the left. While the Germans
thought this would increase the security, but while this leads to the facts, that one character
could not be encrypted to itself, this decreased the number of possible alphabets
significantly. Also this enabled the code breakers to do Position analysis of where a certaim
crib could not be placed in the cipher text.



The “Reflektor” was later replaced by a “Umkehrwalze” (reverse Rotor), but that did not fix
the weak point.

Another weak point was the fact that the Enigma rotors had only one Notch. The result of
this is, that Character sequences of 26 Characters have effectively been encrypted by only
one Rotor, because the other Rotors stayed in the same Position.

3.2 Enhancements

3.2.1 Moving the Alphabet from the Algorithm to the Key

At the Enigma only 5 (later 8) Alphabets have effectively been used. For this reason the
Alphabets that had been implemented in a physical Rotor were part of the Algorithm not the
Key.

In simplecryt, the Alphabet Mapping can be defined freely as a part of the Key. This
generates a Key room of ACn! (Factor of the number of Characters in an Alphabet)

3.2.2 Skipping the “Reflektor/Umkehrwalze”

Another important improvement in simplecryt is not to use “Reflektor/Umkehrwalze”. This
fixes one mayor weak points in the Enigma Algorithm. Due to this change the full amount of
possible Alphabets can be used. There is no reduction of the Key room due to the Reflector.
Also fix point exclusion attacks are not possible anymore.

In this way the full Key room can be used. For a Binary Alphabet this would be 256! What
gives a number with 508 digits.

3.2.3 Increasing the Alphabet Length

In simplecryt the number of characters per Alphabet is not limited to 26. Actually it is limited
to a Maximum of 2'® Characters per Alphabet. So the Maximum number of possible
Alphabets is (2'°)! This is a gigantic number. However for Text encryption, this might not be
totally useful, because the number of significantly smaller.

For Binary Encryption an Alphabet of 2% characters makes the most sense as it is currently
implemented. However it would still be possible to add a double-byte-binary encryption to
make use of the full set of possible Alphabets.

It does also make sense to increase the number of character above the really used,
especially, when the encryption layer above of simplecrypt is making use of additional
concepts to increase the security (refer the Chapter 3.4.4)

3.2.4 Unlimited number of Rotors
This increases the possible key room to theoretically unlimited

3.2.5 Free definition of Rotors and Rotor Positions
For Enigma, there was a choice of 5 Rotors in 3 Positions. While any Rotor could be placed
only once, this summed up to 5*4*3 = 60 different Positions. In simplecryt it is possible to

place one Rotor multiple times. For this reason the key Room is increased to (Number of
possible Alphabets)"umPer of Roters

3.2.6 Moving the Notch Position and Count to the Key

Different from the Enigma, the Notch Positions can freely be defined per Rotor. This gives 2
advantages against the Enigma:



a. A Code Breaker cannot assume, that a bigger sequence is effectively encrypted with only

one Rotor. For this reason this attack is not possible or at least much harder.

b. The Key Room is increased by 2"umPer of Characters per Alphabet o - Rt or

However, when defining the Notch Positions, this should be done balanced. If there are too

few notches, the sequences with a single Alphabet might be too long. If the notches are too
regular and /divide able by themselves, the period for rotor turns might be too short.

The extreme opposite example would be that any Position is a notch Position. In this case all
Rotors would turn at any character. So effectively the encryption would run only on a single
Rotor, no matter how many rotors are really used.

3.3 Algorithm

For Encryption the basic algorithm works like this:

1. Take the very left rotor

Read which char is mapped to the clear text char. (EncChar)

3. Check if right Rotor exists.
If yes: Start with step one Start at step 1 and EncChar as Input
If No Result = EncChar

4. Check if current Position has a notch and a Right Rotor Exists
If yes: Trigger the Right Rotor Position

5. Trigger thisRotors Position

N

Samplel Using one Rotor:

In our Example we use a short and simple Alphabet for one Rotor. In the O Position the
Alphabet is defined as:

Clear Char Enc Char

A A
B B
C C
D D

In this case the Text ABBA will be encoded to AADB
Char RPos RcCh ReCh Result
A 0 A A > A

B
C C
D D
B 1 A D
B A 2>A
C B
D C
B 2

o0 w >
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Sample2 Using two Rotors:
In our Example we use a short and simple Alphabet for two Rotors. In the O Position the
Alphabets are defined as:

Rotor 1 Rotor 2

Clear Char Enc Char Clear Char Enc Char
A A A D

B B B C

C C C B

D D D A

In our Simple Sample only one Notch Position is defined. A Notch Position is a character that
is turning the next Rotor for one Position.

In this case the Text ABBAABBA will be encoded to DDACAABD
Rotorl Rotor2

Char RPos RcCh ReCh RPos RcCh ReCh Result

A 0 A A 0 A D ->D

B B C
C C C B
D D D A
B 1 A D 0 A D ->D
B A B C
C B C B
D C D A
B 2 A C 0 A D
B D B C
C A C B
D B D A 2>A
A 3 A B 0 A D
B C B C ->C
C D C B
D A D A
A 0 A A 1 A A 2>A
B B B D
C C C C
D D D B
B 1 A D 1 A A 2>A

@
>
@
O
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D C D B
B 2 A C 1 A A

B D B D

C A C C

D B D B ->B
A 3 A B 1 A A

B C B D ->D

c D C C

D A D B

So encrypting is reading from left to right and decrypting is reading from right to left.
However decryption will only work properly when starting at the same Rotor position.

Sample3 Using multiple Notches:
Here we use the same setup as in sample 2 but add an addition Notch at Position 0 (marked
with a *.

In this case the Text ABBAABBA will be encoded to DABDAADB
Rotorl Rotor2

Char RPos RcCh ReCh RPos RcCh ReCh Result

A o* A A 0 A D ->D

B B C
C C C B
D D D A
B 1 A D 1 A A 2>A
B A B D
c B C C
D C D B
B 2 A C 1 A A
B D B D
c A C C
D B D B ->B
A 3* A B 1 A A
B C B D ->D
C D C C
D A D B
A 0* 2 2>A

0O ®Pp
OO wp
OO0 w>»
O 0O>w



B 1 A D 3 A C 2>A
B A B B
C B C A
D C D D
B 2 A c 3 A C
B D B B
C A C A
D B D D ->D
A 3 A B 3 A C
B C B B ->B
C D C A
D A D D

This shows how the Notch Positions change the chiffre text and shortens the sequences that
use the same permutation.

3.4 Key

3.4.1 Elements
The key that is required for decryption consists of different Elements:

3.4.1.1 Alphabet Definition

The Alphabet Definition per Rotor defines the mapping of one Character to another.

Of course there are no duplicate characters allowed on both sides.

The simplecrypt implementation allows the use of Unicode characters so a maximum of
about 65.000 Characters per Alphabet

The binary encryption uses 256 Byte values (Characters)

An Alphabet must at least cover all Characters used in the clear text.

The Alphabet mapping should not be ordered (like in the Samples above) to decrease
patterns in the cipher text.

The definition is made with two Blocks of Characters, one for the clear text character (Rotors
left side) and one for the Encryption text character (rotors right side.

The number of Characters in both blocks must be identical. The mapping is done by the
characters Position within its block.

The characters used in the CC Block must all be defined in the EE Block as well.
No Character should be defined twice.

3.4.1.2 Notch Definition

The Notch Positions are the Rotor Positions at which the next right Rotor is triggered to
move its Position.
The Notch Positions of the very right Rotor have no influence of the encryption.



The Notch Positions can be defined freely and should be non-regular and frequent enough
(measured at the alphabet length) to leave less recurring patterns in the cipher text
Number of Rotors and Rotor Position

3.4.1.3 Start Positions

The start Position defines at what Rotor Position the encryption/decryption has to start. The
number of possible Start Position is equal to the number of characters used in the Alphabet.

The start Position does not increase the effective key room, because another start Position
of one Alphabet is identical to exactly one other Alphabet permutation that is already part of
the key room.

Example:

A Rotor using the Alphabet (A=A, B=B, C=C, D=D) starting at Position 1 is identical to the use
of the Alphabet (A=B, B=C, C=D, D=A) starting at Position 0

3.4.1.4 Rotor Definition

All Key Parts mentioned before can be defined per Rotor. A theoretical unlimited number of
Rotors can be defined.

3.4.2 String Representation

The string representation of a key is an easy way to exchange readable keys. However in this
representation it is difficult to encode Alphabets, containing non printable characters. For
this reason it cannot be used for binary encryption

3.4.2.1 Alphabet

The String representation would be:
CC[ABCD]CCEE[DCBA]EE

The [] brackets open and terminate the actual Data.

The magic Number CC marks the start — CC[ -- and the end -- ]CC of the block defining the
clear character or the left Rotor side

The magic Number EE marks the start — EE[ -- and the end -- ]EE of the block defining the
encrypted character or the right Rotor side

3.4.2.2 Notch Positions

The String representation would be:
KK[0,3]KK

The magic number KK marks the start and the end of the notch position block. The actual
position is a list of numbers separated by comma

3.4.2.3 Start Positions

The String representation would be:
SS[0]SS



The magic number SS marks the start and the end of the start position block. The actual
position numbers representing the start position of this rotor

3.4.2.4 Rotor

The String representation would be:
WW{CC[ABCD]CCEE[DCBA]EE KK[0,3]KK SS[O]SS}WW

The {} brackets open and terminate the actual Data. A Rotor Definition must cover a Clear
Character, a Encrypted Character, a notch positions and a start position Block.

The magic Number WW marks the start — WW({ -- and the end --}ww of the block defining
the rotor

A Key can contain multiple Rotors. The order of rotors in the key defines the rotor positions
from left to right

3.4.3 Binary Representation

3.4.3.1 Current Implementation

The binary Key format is exactly the same as the string format, but byte wise casted from
character to byte.

3.4.3.2 Problems with the current format

e The current binary key format is not able to define Unicode characters

e |tislonger as necessary, because the numbers are encoded digitwise. The comma
separator is also unnecessary

e ltis highly recommended, that the keys themselves should not be exchanged
uncrypted, because in this case the synchronous clear text key would weaken the
cryptosystem significantly, no matter how good the encryption itself might be. Due
to this fact, it is a weak point, that the key contains magic numbers and fixed tokens.
This will make it easier to crack the keys’ key.

e For a binary Key, the clear characters are not necessary, because the order will be the
byte values -127 to 128 anyway.

3.4.3.3 Plans for future format

The magic Numbers and Tokens shall be removed. Unnecessary characters shall be removed.
Numbers shall be encoded as byte values not at digits in a string.

The Key would start with one Byte defining the number of rotors, followed by 289 Byte
Chunks per rotor.

Key Structure
Header

Rotor 1 Rotor n

A Rotor chunk would be 256 Bytes for the encoded bytes (characters) followed by 32 Bytes
for the notch positions and one byte for the start position



Rotor Structure
Encryted Bytes Motches Start

The 256 bits of the 32 bytes for the notch positions define if a position has a notch (1) or not
(o). The bist from left to right represent the position 0 to 255

Header
Pos SubPos | Name Content
1 1|KEY_LEN Number of Rotors in this key
Rotor
Pos SubPos | Name Content

Encryted Byte corresponding to Alpabets Byte
2-257 1-256 | ENC_CHAR (1-256)

The Bits of this Bytes represent wheather the
Position has a notch or not from the left Bit to
258-289 1-32 | NOTCH_BYTE the Right Bit for Positions 1-256

290 289 | START Value indicating the start Position for this Rotor

This format would still not cover Unicode characters. It could be enhanced by using 2Bytes
per character 8192 bytes for the notch positions.
However this would produce very long keys.

3.4.4 Advanced Handling

The secret of the key is a weak point for any cryptosystem. While simplecrypt in general uses
a synchronous key (both communication partners require the same key for encryption and
decryption, this is a weak point for communication with simplecrypt.

For this reason simplecrypt implements some functions that shall enable applications to
implement secure key exchange/handling and keeping it easy to use for the user.

3.4.4.1 Hiding Keys in Images

One way to prevent a key from being stolen is to hide the key. SimpleCrypt implements
functions to hide a binary key into a bitmap (Key Factory and Cryptimage Classes).
Depending on the covering Image, it would be hard to recognize the actual key. For a
machine it could be made impossible.

3.4.4.2 Encrypting Keys by Passphrase

Even, if it is hard to locate the key, it is probably not impossible. For this reason, the key
itself should be encrypted. The Key crypt Class offers a simple but effective way to encrypt a
key stream by a passphrase.

The security of this encryption relies on the Key length. A Key that is as long as the stream to
be encrypted would guarantee a perfect security.

This could be a passage of a book or textile. For an easier usage this could be any other
passphrase, but the security might be reduced with short or easy to guess passphrases.



3.4.4.3 Asynchronous Key usage

For a message based communication, one key should not be used too often. But when a
synchronous key is used, the exchange of the keys is the weak point in the system. Even with
the enhancements above, a frequent key exchange could weaken the whole system.

A compromise could be to split the key. For example the main Key would contain only the
rotors and the alphabet definitions, but not the Notch and Start Positions. The would be
defined in a secondary Key that might change, based on an agreement, like the Date, the
time a passphrase or anything else.

Currently simplecryt contains no implementations to support this.

3.4.4.4 Ideas for secure Applications

Next to the encryption and key strength itself, communication and encryption is always
more secure, if you try to make the hackers life harder. The basic way for this is to work
against possible attacks.

The Ideas and methods can be combined. They do mainly focus on keeping full benefit out of
the strong encryption by making the hackers life harder.

They do also focus on keeping the balance of security on the one hand and an easy usage on
the other. For nonprofessionals the major issue with cryptographic applications is that the
usage is often complicated. That leads to the fact, that many people pass encryption at all.
Even a perfect encryption would be useless, if it is not used.

3.4.4.4.1 Avoid cribs (binary or message)

Cribs are words or phrases that a hacker could know or easily guess to be part of the cipher
text.
For Text messages this is a crucial Problem, because it does mainly remain to the submitter
and his knowledge to avoid things like starting each Message with “Hello” or using names
the hacker might guess etc. However some of the following ideas could help the user to
avoid this.
For the encryption of binary files cribs would come with the file Format. For Example a
Bitmap file foes always start with the two letters (magic number) “BM”.
If the complete Bitmap will now be encrypted, this would have two disadvantages.

1. The File will be corrupted, because the magic numbers will now be encrypted and the

file will not be recognized as a Bitmap anymore.

2. A hacker would know that the clear text will start with “BM”
The first point is not important for the security but not that nice. But the second point could
help the hacker a lot.
For this reason it is recommended to encrypt only a documents payload, instead of the
complete data stream.
Simplecrypt implements some basic abstract classes (CryptDoc, Crytimage, CryptTextDoc) to
help with the implementation of this Idea. It contains also some sample Classes with
practical Implementations for some File Formats (CryptBMP, CryptPNG, CryptTXT)

3.4.4.4.2 Common Text shortening (message)

One possible way to improve the message communication would be the use of shorter
language. Like SMS or Chat Language. An Application could do this automatically prior to
submission with a simple replacement for example you = u, right 2 r8, at > @ and so on.



The advantage would be, that it will be harder to find cribs and it would also make it harder
to perform a letter analysis (a cryptoanalysis technique to count the number of the used
letters to identify weather a decryted text is of a natural language or not)

But his would require that the clear text language would be known and implemented,
because only a very few of these rules are independent from the used language.

Also this will probably make it harder for the receiver to understand the message correctly.

Currently simplecrypt does not contain any help for this. It could be realized with a pre-
processing of the message.

3.4.4.4.3 Custom Dictionaries (message)

A further advance of the text shortening could be to use a custom alphabet to encode a text.
In this way often used names could be replaced as well. A dictionary could contain words,
keywords, names or parts of words like stenography.

The advantage here would be, that this could be in both directions and the message integrity
is not at risk.

At the same time this would bother a hacker a lot, because many of his methods are not able
to work.

Currently simplecrypt does not contain any help for this. It could be realized with a pre- and
post-processing of the message.

3.4.4.4.4 Hide crypted message in other data (message)

As well as hiding a key for example in a Bitmap it will improve security, if the hacker does not
recognize the message at all.

It depends on the image content if or how easy a message could be identified, For example
using a screenshot of this document would contain a lot of white pixels. At these areas pixels
of multiple colors would be easy to discover. Using a photo of a multi-color theme will hide
the “foreign pixels” much better. A computer based program might not be able to detect
this, but it will still be detectable for the human eye.

Using a encrypted or random generated Bitmap will hide the “foreign pixels” completely. But
this type of senseless Image might make an eavesdropper suspicious.

In simplecrypt the writeBinaryKeyToBuitmap methods could also be used to hide messages

3.4.4.4.5 One to multiple Character Encryption (message)

One method of cryptanalysis is to find or count the number of the different characters.
Another way to make this harder is to encrypt certain or all characters to more than one
character. For example a “U” will be encrypted not only to “e” but also to “&”

Simplecrypt doe currently not support this, but it could be implemented with pre- and post-
processing of the message, or by adding special Alphabet and Rotor Classes to simplecrypt.

3.4.4.4.6 Hide the key (key handling)

The key should never be exchanged or stored in clear text, to avoid side attacks. Images or
other big binary blobs are a good Idea to hide the key.

One Idea to combine an easy usage and a good privacy for a mail applications like an outlook
plug in, could be to store the key for the communication with one person in the contact



photo of this person in the contacts or the local path to the image containing the key in a
custom field.

3.4.4.4.7 Encrypt Keys when exchange (key handling)

The Key Encryption by Passphrase is pretty good, if the Passphrase is long enough. To keep
this usable, the Passphrase could be a passage of a book or a block of bytes in an image.

In this way, the “Key to the Key” would be master file (like a book let’s say the bible) and the
start position of the passphrase. This key can be memorized well or exchanged separately by
phone or face to face.

3.5 Strengths

Simplecrypt can produce theoretically unlimited large key rooms

A Binary Encryption with 4 Rotors would produce an effective key room of
(2561%2%°)**2561 = 1,33*10°%* this comes up to 9448 Bit.

At an average system we were able to check 25.000 keys/s. If we assume, that a
powerful computer could be 1.000 times faster, and if we assume, that the
implementation for the brute force could be 10 times more efficient than ours the
average time (n/2) required to find the key in a brute force attack would be
8,47*102828 years.

If we do assume, that the calculation power of computers continues to double each
year (Moorsches Gesetz), it would still take 9399 Years until the key could be found in
less than one Day.

The strength of the key is very high.

The classic methods of cryptanalysis do not work, to crack the code

The methods, that had been used to crack enigma do not work

The modern methods of cryptanalysis, should not work, because they focus on
completely different algorithms

Can be implemented be be very easy to use

3.6 Weak Points

The system has not been published for a long time, so the community has not had a
lot of time to find more weak points.
It uses synchronous keys, even if this can be mitigated (s. Ideas for key handling)



4 Implementation

4.1 General Architecture

4.2 Core Simplecrypt Classes
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© decodeText(String) String
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WSIZE int
o TLetterbtag il
& fEncLatierhap: inf]

& lphabet(y
forsateArmay(intyint]
© clearLefters(:void

© adLetter(Letter):vold

FcustomRotort)

& custonRotortSiring,Sting)

© erecte Alphabet(Strng Sring yvoid
 setupsiphabet()void

o gel etter
© addLeftetPair(char charyvaid
© addLettstFairthyte pyte)void

A
3 Asctupaphabetyoid
© getRotors(y:Rotor] o EATE © achiLetterPaiString String):void
© getPostionCyint
© indexOfChar(charyint
& inePasition(xvoid
 indexOfChar(Stringlint
© readEnchar(charychar
< indexOfByte(hyte)int
_ slavaClass>= oD et G T © resdDecCharcharychar et e S
(XA OTestCryptor2Rotors| | O CustamCryptor OFullSimple6W OlE=ger © containsL tter(Stringy boolesn
e smpevok simplecrypt ; B © biggerMlexi(rvoid .
= o st tRetoROter i © containsByte(bytexboolean
Testeryptort Retor() & Freres O SE; MR;”((RQU)V“‘ " & indlexOfEncChar(charirt
@ selRighiRctor(Rotor): v
 setupctors() void e o setupRetors(yvoid  setupfictors0 void S e © indexOEncehar(Sting)int
N © indexOEncByte(byle)int
® encodeChar(char). char ~ThgfiRator
© containsEncLetter(char Thaolean
© setPosttion(int): voic
N egeotor © cantainsEncLetter(Sting)hoslean
© reSetpostion(yvoid o coricistncByta(otey b
© getiiphabet() Ajphabet ol1 ©
5<Java Class=> @ posOfletter(char)int
(@BinaryCryptor © posOiLetier(Stringyint
5 Sive vors SiTpleaTVeE © posOByteayteint
T © posOfEncLetter(Stringyint
© encodeBytestbytel])bytel] © posOfEncLetler(char)int
© tecodeBytesChytelbytel] «<Java Class== <Java Class=> <<lava Class=> OCEHECEE N
o [c @ CustomRotor @SimpleTestRator © getcharatPos(ntychar
@ s lecrypt. © getCharAtPos AsString(int) String
o & 5 = fClearchars: String s g
N _— RSy © gelErcCharatPos(int)char
° veid
2 OC=IAIEEORT) © gelEncByieAiPosinhyle

<clava Clazs>>

© getEncCharétPosasString(irt) String
© getéiphaLength(yint

<=ava Class=>
GlLetter
e simplewotes simplecryptogio
o fDecChar: char
FfEncChar: char

FLetter(Siring String)

o Lettertstring)
Lettercchar,char)
Lettertbyte byte)
FLetertchan

SLettert)

© getletterCyoar

© getBytelrbyte

© petLetterAsSHring) String

5 getEncletter ASSnYIString
o getEncl eftert) char

© geEncEyte(ibvte
 leterEquais(char:hoolean

© encLetterEcusls(char boolesn
@ byteEcuals(byteYkoolean

© encByteEquaktbyte) bookean

==Java Class=>

BinaryRotor()
& BinaryRator(String,String)

rearthars Siing
Frencenars sung

<ok Chars Sting
& FencChars: s

SEnigmai)
.

BinaryRotor(oyte] byte)

SEnigmaitl()
G

© encodeByte(byte)byte

A (©FunsimpleAlphabet
e simplenorks.simpleorygt .
f 0 = Sef ALPHA String

o ) 5

) FFuISmpleAIphabet)
cedava Clase>> <ava Class=s <ava Gass> ce String)
@ BinaryRotor ®Enigmanit GEnigmawl © setupalphabet(String Strng) void

o simplauarks simpleorypt pans L o | L
<cJava Class=s

@BinaryAplabet
desimplewots simplecrypt ogio

SLENGTH int
S/ pasioBinAlpha: bytel]

& BinaryAplabet()
foreateBasioBinAlphalnty bytel]
Binaryapiabet(String Siring)
Binaryapisbet(bytsll pytel])

© setupAlphabetbytellytellzvoid

The Core Encryption Engine consist of the Classes LetterPair (represents one pair of mapped
characters), Alphabet (A Collection of LetterPairs), Notches (representing NotchPositions),
Rotor (Implementing one Alphabet and Notches) and Cryptor (representing the Chiffre

mashine).



4.2.1

4.2.2 Cryptor

==Java Clasz==
(& TestCryptor 1Rotor

de simplewarks simplecrypt

& TestCryptard Rotor()
o =etupRator () void

=zJava Clazs==

G Cryptor

de simpleworks . simplecrypt

o getRightRator(): Rator

o getleftRotor():Rotar

,,'ﬁ' setupRotarsvoid

& Cryptor()

@ putRotor(Rotor): void

@ =etRotorPostionz(int[]); woid
@ resetRotorPositions(); void
@ encodeText(String ) String
@ decodeText(String ) String

@ getRotor=(): Rator[]

==Java Clasz==
(& TestCryptor 2Rotors

de simpleworks simplecrypt

& TestCryptor2Rotars()
o =etupRotors ) void

==Java Clasz==
(& CustomCryptor

de simplewarks simplecrypt

{;BCustDmCryptDr(j
o =etupRatorz();void

de simplewarks simplecrypt

=zJava Clazs==
(B FullSimple6yw

& FullSimplesing
o =etupRators ) void

==ava Class=»=

(& BinaryCryptor

de simplewarks simplecrypt

{;BEIinaryCryptDr(j

@ encodeBytes(byte]byte(]
@ decodeBytes(byte]nbyte[]
@ encodesStreamiinputStream  Output Stresm): void

@ encodesStreamiinputStream OutputStream Jong ) void
@ decodeStreamiinputStream, Output Stream): void

@ decodeStreamiinputStream OutputStream Jong ) void

==Java
(& FullSir

de simplewarks.

& FullSimpleR
o =etupalph:

The Cryptor Class represents the chiffre mashine.
One Crytor can have one or more Rotors.

Class Cryptor

Is the abstract base class for all Crytors
A fixed machine could derive from this class and implement the rotor setup. This way is not
preferably, because only the start Positions could be used as a key.

Class CustomCryptor

Derives from Cryptor and is a base class for all Crytors without a fixed rotor setup. It enables
the user to use custom keys for the setup

Class BinaryCryptor

Derives from CustomCryptor. It implements functions to do byte based en-/decryption.



4.2.3 Rotor

otors

n.x

Class==
mple6yy
5. simplacrypt

eEAT)

ors()void

==ava Class=»=
(&4 Rotor

de simplewors. simplecrypt.parts

o glphabet: Alphabet
o fPosition: int
o fatartPos: int

& Ratar)
izLeft(rhoolean
izRight(); bhoolean
setdlphabet] Aphakbet ) wvoid
@ addhatchlin ) vaid
g setupd fohabetr vaid
getPasition ) int
incPosition(); woid
readEncCharichar) char
readDecChar(char ). char
trigger( ) vaid
trigggerbesxt(); void
@ setleftRator(Rotor):void
@ setRightRotoriRotar ) waid
@ decodeChar(char).char
@ encodeChar(char).char
@ zetPosttiondint); waid
@ re=etPozition; void
@ getAlphabet(): Alphabet

041

==ava Class=»=
(3 Notches

de simpleworks. simplecrypt.logic

I:-Farra\,-': hoalean(]

ateh & Matches()
i Ehes E?create.ﬂ\rray(im]:hu:u:ulean[]
21| @ addMotchiint void
@ izhlatchiint):boolean
-fheftRotor
ghtRotor

=zJava Clasg==
(= FullSimpleRotor

de_simpleworks simplecrypt.parts

==Java Class=»=
(3 CustomRotor

de_simpleworks.simplecrypt.parts

==lava Clazsss
(3 SimpleTestRotor
de simplewors simplecrypt.parts

@ FullSimpleRatar()
setupilphabet() void

o fClearChars: String
o fenciChars: String

& CustomRaotor()
-.}BCustDmRDtDr(String,Stringj

setupsiphaket]):void

@ createslphabet(String, String ) woid

==lava Class==

(2 BinaryRotor

de simpleworcs simplecrypt.parts

& Simple TestRatar()
zetupdiphabet( ) void

==dava Cl
(5 SimpleTes

de simpleworks =i

& SimpleTestal

==Java Class=»=
(3 Enigmawll

de_simpleworks.simplecrypt.parts

de_simpleworks.simplecrypt.parts

==Java Clasz==
(= Enigmawi

.FEIinar\_.chltDr(j
PEIinarantor(String,Stringj
.FEIinar\_.rRDtDr(hg.rte[],byte[])

» createslphabetbytel] byte[ 11 void

1 decodebytelbyte ) byte
» encodeByvtelbyte) yte

3 FelrChars: String
*FFencChars: String

Sf FelrChars: String
*FFencChars: String

& Enigmani;)
-.}BEnigmav\ﬂI(String,String)

@ Enigmaiaig)
{,-BEnigmaU\ﬂ(String,Stringj

The Rotor holds one Alphabet and one set of Notches.



The Rotor Class is doing the main encryption work. It does keep its own position and using

the rotors left or right from itself to fulfill this

4.2.4 Alphabet

wa Clagsss
HNotches
Hs zimplecrypt logic

oalean()

10

rraylint): baolean(]
-hiint ) woid
int)baolean

Clasg==
eTestRotor
simplecrypt parts

‘Rotar()
abet( ) void

==lava Clags==
(= Alphabet

de simplemars simplecrypt logic

W 2IzE int
o fLettertagp: int[]
o fEncLetterMap: int[]

& Blphabet()

Efcreatedrray(intyint]]
clearLetter =) void
addLetter(Letter): void
getletter AtPositiontint): Letter
addLetterPair(char char ) void
addLetterPairbyte byte) void
addLetterPair(String, Strincg): void
indexOfChar(char)int
indexOfChar( String):int
incexOBvtelyte)int

@ containsLetter(char) boolean

@ containsLetter(String) hoolean

==Java Cla

(SLett

de simplemarts sim)
F tDecChar: char
o fEnctChar: char

\;-DLeﬂer(String,Strh
& Letter(String)

{.-DLeﬂer(char,charj
o Lettertbyte oyte)

-fLetters @ Letter(char)

@ containsBytelbyte) hoolean
indexOfEnCChar(char:int
indexOfEnCcChar] Stringint
indexOfEncBytelbyte):int

@ cortainsEncLetter(charbhoolean

@ containsEncLetter(String) boolean

@ containsEncBytehyte) hoolean

@ posOfLetter(char)int

@ posOfLetter(String)int

@ posOfBytelbyte)int

@ posOfEncLetter]String):int

@ posOfEncLetterichatint

@ posOfEncBytelhyte)int

@ getChar AtPos(int).char

@ getChar AtPosAsStringlint ) String

@ getBytetPos(int ) byte

@ getEncChar APos(int): char

@ getEncBytestPos(int): byte

@ getEncChar AtPosAs Stringlint): String

@ getAlphalenogthrint

==lava Class==
(2 SimpleTestAlphabet

de simpleworks . simplecrypt Jogic

& SimpleTestAlphabet()

ypt parts

string)

The Alphabet Class is a helper that holds the characters and finds the matching Letters

b

==lava Clags==
(& CustomAlphabet

de_zimplemorks simplecrypt logic

@ Custom&lphabet()

QBCustnmAlphabet(String,Stringj

@ setupdlphabetString, String ) woid
A

@ Letter()

@ getletter(): char
@ getByte(rhyte
@ getletterAzStein
@ getEncletterAs®
@ getEncletter () ct
@ getEncByte) byt
@ letterEqualz(char

0.®

@ encLetterEqualsi
@ byteEquals(byte’
@ encByteEqualsk

==lava Clags==
(& FullSimpleAlphabet

de . zimpleworks simplecrypt Jogic

5cF ALPHA: String

C.-DFuIISimpIeAIphabet(J

<<Jav’%‘Class>>
(9 Binaryaplabet

de simpleworks simplecrypt logic

SSLENSTH: int
5 hasicBinAlpha: byte(]

& BinaryAplabets)
E?createElasicElinAlpha[irrt):b\,rte[]
{:BElinar\,prlabet(String,String)
x}BElinar\,r'.ﬂ.plabet(byte[],byte[])

@ setupliphabet(byte(] byte]void




4.2.5 LetterPair

==lava Clazs==
(5 Letter

de zimplewors . simplecrypt Jogic

of iDecChar: char
o fEncChar: char

{;ELetter(String,S‘tringj

& LetterString)
{PLeﬂer(char,charj

& Lefter(byte pyte)

e \}BLeﬂer(charj

—= FLetter)

@ getLetter().char

@ getBytel ) byte

@ getletterbsString(); String

@ getEncletterAsString) String
@ getEncletter() char

@ getEncByte(:byte

@ letterEqualz(char) boolean

@ encLetterEqualz(char ) boolean
@ byteEqualz(byte) boolean

@ encByteEqualz(byvte) boolean

The letter pair holds the information of the mapping of one character

4.2.6 Notches

==lava Clazs==
(% Notches

de simplewaors simplecrypt lagic

nFarray: haalean(]

@ Motches()
E?u:reate.&rray(intj:hu:u:-lean[]
@ addMatchiint); void

@ izhotchiint ) boalean

-y

Holds the information of the potiotion with a notch

4.3 Factories
The Factory Classes help setting up a Custom Crytor.



==lava Class=»
(®RotorFactory
de_simpleworcs simplecrypt factory

QBRotorFactor\,f(J

EPsetupStartPostRatarnt): vaid
E?setupNotches(Rotor,int[]):Void
'\}SneWFixedElyT\;pe[S‘tringJ:Rotor
L}SnEWCustomRotor(String,Stringj: Fotor
anewCustomRotor(S‘tring,String Jint): Raotor
'\}SneWCustomRDtor(String,String Jint ird[]):Rotor

==lava Clazs==

(& CryptorFactory
de_simpleworks simplecrypt factony

Sf TYPETIW: String

=z=lava Class==

(O HKeyFactory
de_simpleworks simplecrypt factory

SfComMA: String

'\}SneWCryptorElyType(S‘tring):Cryptor
L}SneWCryptor(String):Cr\,fptor
anewcmor(byte[]J:Elinar\,fCrypmr

aneWCus‘tomRotor(String):Rotor
'\}SneWElinaryRmor(byte[],byte[] Jint int[]x Rator
L}SnewElinaryRotor(byte[]):Rotor

4.3.1 AlphabetFactory

==ava Class==
(3 AlphabetFactory
de.simpleworks simplecrypt . factory

ScF5Ta: String

& AlphabetF actary()
DsnewFixedElyType(StringJ: Alphabet
&}SnewCustomAlpha(String,String): Alphakbet

Creates Objects of the Alphabet Class

4.3.2 RotorFactory

Creates Objects of the Rotor Class

4.3.3 CrytorFactory

Creates Objects of the Cryptor Class Class

4.3.4 KeyFactory

S TYPET2VW: String @ HeyFactory()
Schiny: String EFgenerateElinaryKey(irrt,intj:byte[]
FCryptorFactory() wgetEscaped(char) string

E?escape(String): String
E?generateRotor(String ANt String
E?generateElinaryRotor(int): betef]
E?generateNotchPoS(irﬂ Jint: String
EFgenerateEncodedAIpha(String):String
E?killDupIicates(S‘tring):String
E?generate.ﬂ\lphastring(irrt): String
E?generateFullElinaryAIpha(J:byte[]
E?generateEncodedEIinaryAIpha(hyte[]j:b',-'te[]
ngeneratel'{ey(ird,ird Jdntx: String
'\}SgenerateKey(irﬂ,String Jint):String

L}SgenerateEscapedKey(int,String it String

L}SgenerateEscapedKey(int,int Jant ) String
'\}SgenerateElinaryKey(String,int it woid

ngenerateCryptedElinaryKeyIrﬂoEli‘tmap(String Jnit irt String): saic

'\}SgenerateElinaryKeyIrrtoElitmap(String,int it void
E?bvte.ﬂ\rra\,fls:\-’alidKey(hyte[D: boclean
'\}SreadElinaryKeyFromFile[String): bytef]
L}SreadElinaryKe\,fFromEl'rtmap(String): byte[]
ereadCr\,fptedElinaryKeyFromEl'rtrnap(String String ) bete(]

Different from the other Factories, the KeyFactory produces Keys and helps to handle them.

public static String generateKey(int _anzWalzen, int _alphalLen, int _kerbenJeWalze)

Generates a string key representation for anzZWalzen rotors, with an alphabet of a given

number of characters (alphalLen) with a given number of notches (kerbendeWalze)

public static String generateKey(int _anzWalzen, String _charSet, int

_kerbenJeWalze)

Generates a string key representation for _anzWalzen rotors, with an alphabet of a given

set of characters (_charSet) with a given number of notches (_kerbenJeWalze).

Any character in _charSet will be used as clear Character and mixed as a EncEhar




public static String generateEscapedKey(int _anzWalzen, String _charSet, int
_kerbenJeWalze)
public static String generateEscapedKey(int _anzWalzen, int _alphaLen, int

_kerbenJeWalze)

The same as generate Key, but the string Representation will contain the TAB \ “ characters
java escaped

public static void generateBinaryKey(String _fileName, int _anzWalzen, int
_kerbenJeWalze) throws IOException
Generates a binary key representation for _anzWalzen rotors, with an alphabet of all bytes

with a given number of notches (_kerbenJeWalze) and saves it into a file (_fileName).

public static void generateBinaryKeylntoBitmap(String _fileName, int _anzWalzen, int
_kerbenJeWalze) throws IOException

Generates a binary key representation for _anzWalzen rotors, with an alphabet of all bytes
with a given number of notches (_kerbenJeWalze) and saves it into a bitmapfile

(_fileName).

public static byte[] readBinaryKeyFromFile(String _FileName) throws IOException

Reads the binary key representation from a file (_FileName);

public static byte[] readBinaryKeyFromBitmap(String _FileName) throws IOException

Reads the binary key representation from a bitmap file (_FileName);



4.4 Documents

de =il

==Java Clags==

G Crypthoc

.simplecrypt.d

o fRawBytes: byte(]

& CryptDoc()

o setPayinadibytel]) void
,Aﬂ'steIJdSﬁes{bﬁeU)'boo.l’een

o petPavinad)bytel]

< yetBytes()byte]]

@ =etBytes(hyte[]) void

@ encrytPayload(BinaryCryptor)void
@ decrytPayload(Binary Cryptor ) void
@ loadFromFile]Strinc): voic

@ =aveToFile(String): vaid

/

zalava Class== ==Java Clags==
G CryptTexiDoc & Cryptmage
de .Simplecrypt. de si .simplecrypt..
& CryptTextDoc() & Cryptimager)

@ writekeyTolmage(byte[]int int, String):void
@ readKeyFromimage(int int): byte(]
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=<Java Clags==

==Java Clasz==

G CryptTXT @ CryptBMP
de s _simplecrypt.d de i simplecrypt.d
SFCryptTHT() SFCryptEMP()

& setPayload(byte] ) void
& isValidBytes(byte[])hoolean
@ uetPayload():byte]]

& setPayload{byte[]): void
& isWalicBytes(byte[[xhoolsan
@ getPayload(): byte]]

@ loadFromFile]String): voic

4.4.1 Purpose

The Core Classes can encrypt and decrypt any type of message or stream, but for an
advanced encryption of generic binary data it makes sense not to encrypt a complete byte
stream, but only the payload. However to do this knowlege about the file/data format is

required.

b\

==Java Class=»

B CryptPNG
de si simplecrypt

el PG _SIGNATURE: byte]]
o fPNGSequence: byte[]

= getFirstiDATChunk ) PNGChunk
= mergelDATs(): void

= getFieBytes(rhyte]]

& getBytes(tbyte]]

SFCryptPNGO

@ loadFromFilelString ) void

@ saveToFie] String )k woid

@ encrytPayload(BinaryCryptor 1 voic
@ decrytPayload(Binary Cryptor 1 void
& isvalicBytes(byte[[rhoolean

& setPayload(byte]]):void

@ getPayload():hyte]]

= readChunks(Byte ArravinputStrearm): void

-fChunks
0t

==lava Clagg==
(BPNGChunk
de .simplecrypt.

o fLength: long

o fldSed: byte[]

o fType: int

o fContert: keytel]

o fUncompressedContent: byte(]
o fChecksum: CRO32
%FIHDR_SEC: bytel]
% PLTE_SEG: byte])
SFiDaT_SEa: byvte]]
SoFIEND_SEa: bvte]]
GFtRNS _SEG: byte]
%of cHRM_SEQ: byte[]
%F gama_sEcr byte]]
%ficcP_sEar bte]]
%F sBIT_SEGr byte]]
% sROB_SEQ: byte[]
SoftExt_sEa: byte[]
S 2Txt_sEa byte]]
STt _sEG: byte]
%o bkeD_SEQ: byte[]
o hisT_SEa byte]]
%o pHvs_SEQ: byte]
% spLT_SEGr byte])
P IME_SEr: byte[]
SFTYPE_UIML int
SFTYPE_UNikn; int
SFTYPE IHDR: int
SFTYPE_PLTE: int
SFTYPE_IDAT. int
SFTYPE IEND: int
SFTYPE_tRNS: int
SFTYPE_cHRM int
P TYPE_gaMA; int
WFTYPECCP: int

S TYPE_sBIT, int
SFTYPE_sRGE: int
SFTYPE_tERE int
LFTYPE_zTHt it
SFTYPEITH: int
SFTYPE_bHGD: int
SFTYPE_WIST int

B TYPE_pHYs: int
SFTYPE_SPLT int
SFTYPE_IME: int
SFTYPE_NDAT: int

& isZippable]): boolean

& IsEncrytabie] ) boolean
sfunzip(lytellybytel]

o zinioytel):ytel]

& setContent(byte[]):void

& setUnzippedContent(byte[]):void
= =etUpType(byte[])void
\}DPNGChunk(by'te[],by’te[],boo\ean)
CJDPNGChunk(ElyteArraylnputS‘traam)
@ oetlenogth):long

© getdBytel engthi) bytef]

© getidSen(rbyte]]

@ oetTyped)int

@ oetCortert(kbyte]]

& getUncompressedContent) byte[]
@ getChecksum():long

@ petChunkBytes():hytel]

@ petdByteChecksum():byte]]

This Class hierarchy shows how this knowlege could be implemented for different types of
documents.




4.4.2 Abstract Classes / Structure CryptDoc, Cryptimage

=2dava Clags=:=

& CryptDoc

de zimpleworks . simplecrypt documents

o fRawBytes: byte()

& CryptDoci)

- setPavioadbyvterD-void

f" IslialidBytes el booiean

o' getPayioadi) bytel]

o oetBytes)bytel]

@ setBytes(byte[]) void

@ encrytPavload(Binary Cryptar ) void
@ decrytPayload(Binary Cryptar ) void

@ loadFromFilel String ) void

@ saveToFileString ) void

/

==Java Classs== =auava Class=»
(& CryptTextDoc G Cryptimage
de.zimplewarks simplecrypt document s de.simpleworks simplacrypt . documents
{.-ECryptTextDDc(j C;FCryptImage(j
@ writekeyTolmage(byte(] int,int, String ) woid
@ readieyFromimagelin int ) byte]
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The CryptDoc is the abstract basic Class for all Document classes.
Deriving Classes must implement what part(s) of the documents’ bytes are payload, that
must be encrypted and which not.

The Crpytimage is also abstract, but Implemets the ability to save Keys into them or read
keys out of them.

4.4.3 Final Types (BMP, PNG, TXT)

CrpytBMP and CryptPNG derive from Cryptimage, they show as an example how to
implement a specific Document Type.

CryptTXT derives from the abstract CryptTextDoc and represents any type of simple Text file.

5 Performance

To evaluate the Simplecrypt performance we executed a basic Benshmark, comparing
different Simplecrypt configurations to other common Encryption Methods.

5.1 Setup

The Java JCA implementations for Blowfish, 3DES (DESede) and AES had been used to
compare the encryption speed.

For this test any of the implementations had to encrypt a zip file with a size of about 25 MB.
All Tests had been performed on the same Laptop.



The Simplecrypt performance was measured for Cryptors containing one to 6 Rotors.

5.2 Results

5.2.1 Raw Performance
The results were as follows:

Encryption Performance
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The Simplecrypt performance was competitive to the other algorhytms.

The fastest configuration was Simplecrypt with one Rotor.

AES is the 2™ fastest in the row and the 3™ (Blowfish) is slightly faster than Simplecrypt with
2 Rotors.

3DES is in Average about as fast as Simplecrypt with 5 Rotors.

5.2.2 Encryption Stengh (Key Room)

But these are just the raw results. It must be taken into account, that the simplecrypt
algorhytm used 1 to 6 Rotors what generated a key rooms of about 1 kBits up to about 36
kBit which is hugly more that any of the other contestants.
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5.2.3 Relative Performance to Security

To get this into a picture we calculated the Encryption/decryption performance per Key-
Length by multiplying the actual Key Length in Bits:

Performance per Key Length
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This comparison shows, that simplecrypt is superior in performance for very high security
encryption.

A Configuration of 3 or 4 Rotors is recommended for good performance and enourmous high
security.



